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What is Two-Factor Authentication (2FA)?

Two-Factor Authentication (2FA) is a security mechanism that requires users to provide two or more
different authentication factors to access an account or system.

Why is 2FA important?
2FA enhances security by adding an additional layer of protection beyond just a password. It significantly
reduces the risk of unauthorized access to your accounts and sensitive data because even if someone

obtains your password, they would still need access to your two-factor authentication.

After you create your GCKey, the system will prompt you for your two-factor authentication code to
continue the authentication process.

Choose and add a method of two-factor authentication

You have 2 options of two-factor authentication:
1. Using an authenticator app

e On asmartphone or tablet (recommended)

e On your desktop device
2. Using your email address

Disclaimer: This tutorial document is produced by the TSC Modernization team to assist users with the Transportation Security
Services platform account initiation. It is not an official Transport Canada publication.

Last update: March, 2025
Version: 3.0
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How to set-up a 2-factor authenticator on a mobile device (smartphone or tablet)
(recommended)

Use your smartphone or tablet (recommended)

Click “Set up your mobile device”. Choose a method of two-factor authentication

The Government of Canada requires the use of two-factor authentication to secure your account. You will be asked to

complete registration of a second factor in order to continue to access this service.

» What is two-factor authentication?

Use your smartphone or tablet Use your desktop device Use your email address

(recommended)
R\ - - ——L

Cancel

Terms and conditions of use:

Terms and conditions of use

” The Government of Canada and Shared Services Canada are commitied to providing measures that respect and

Read the terms and conditions and click “l accept”. valus your privacy and sscurly. The collection, use and disclosure of any personalinformation as t applies to your
two-factor eredentials is governed by the Privacy Act and our Privacy Palicy.
Inreturn for the Government af Canada providing you with a two-factor credential, you agree to abide by the
following Terms and Conditions of Use:

+ You understand and accept that you are at all times responsible for your two-factor credential. 1f you suspect
that others have obtained access or that your credential has been compromised, you are responsible for
revoking your access to the service and then re-registering with a new two-factor credential.

+ You understand and accept that the Gavernment of Canada can revoke yaur two-factor credential for security or
administrative reasons.

« You understand and accept that the Gavernment of Canada disclaims all liability {except in cases of grass
negligence or willful misconduct) in relation to the use of, delivery of or reliance upon the two-factor
authentication service. More details can be found in our Disclaimers.

Choose the T accept button to accept the Privacy statement, as well as the Terms and Conditions, as stated above.
Choose the T decline button to end this pracess and cancel the two-factor credentlal sign-up.

Prepare your mobile device:

If you do not have a two-factor authenticator application on your device:
1. Select an application that comes from a reputable vendor. For a work device, please contact
your IT team to obtain their recommendations and assistance.
2. Follow the steps provided on “How to install an app”.

Prepare your desktop device

You can use an app on your desktep o

If you already have an authenticator app installed on your
dEVIce How toinstall an app

e (laptop or computer) a5 a second facter

Always downlaad an app from a trusted source to reduce the risk of installing a malicious app GATO your COMpUter,

1. Follow the steps to add a new account on your app.

» To Install an autherticator app on your desktop device

When you’re done preparing your mobile device, click
"Continue”.

Disclaimer: This tutorial document is produced by the TSC Modernization team to assist users with the Transportation Security
Services platform account initiation. It is not an official Transport Canada publication.

Last update: March, 2025
Version: 3.0
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Register your device:

. . Register your device
Use your device to link your account: R : : :
legister your one-time passcode device as follows:

1. Point your device's camera at the image below. Your authenticator app automatically scans the cade and adds your account

Are you currently signing up from your mobile device?

1. Point your device’s camera at the QR
You can copy the secret key below and paste it into your authenticater app
code or copy the Secret key and paste =) mstead

Give the secret key a name you can remember. You can include the identifier

|t |n your authentlcator app The LBKW. This identifier will be displayed to help you find this secret when you
X . . lagin.

authenticator code is now linked to an Socret key

identifier (XXXX). Your application will

generate a 6-digit authenticator code

Copy secret key

2. Once the two-factor account has been added into your mobile app. a six-digit code will appear. Enter this authenticator code below

linked to this identifier. andseloct Continue.
2. The application generates 6 new digits s

every 30 seconds. When you're ready,
enter the 6 digits in the text box and

click continue. If new digits are
displayed before you clicked continue, you will get an error message. Make sure you click

continue before the 30 seconds are up.

Recovery codes:

Save a copy of your recovery codes!

If you lose or damage your device, or reinstall your authenticator app, you will be able to recover your
account using a recovery code.

Recovery codes
1 You must record these racovery cades to protect your two-factor sccount. Keep them somewhere safe and accessible
1. Print the page or copy your roum e
recovery codes, keep them in a Your recovery codes are
Safe place and dO not Share them Recovery cades for Transportation Security Service (T5S) issued on: Wednesday, April 24, 2024 at 14:21:55 EDT

2. Check the box to confirm you
securely recorded your codes.
3. Click “Continue”.

Note: Recovery codes are case sensitive.

Write these codes down, or print this page using the button below, then store them in a secure location!

| Print thispage |  Copy recovery codes

» Why do [ need recovery codes?

» Have you just used an old racovery code?

1
/A Do not share or lose your recovery codes!

without a recovery code, you could permanently lose access to your two-factor account,

In the wrong hands, codes could be misused Lo compromise your account, You are responsible for their safekeeping

Have you securely recorded these codes?

] ves, 1have securely recorded and stored these codes.

Disclaimer: This tutorial document is produced by the TSC Modernization team to assist users with the Transportation Security
Services platform account initiation. It is not an official Transport Canada publication.

Last update: March, 2025
Version: 3.0
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Two-factor authentication setup complete:
Click “Continue”. You are now at Step 3 of the account initiation steps.

Go to your email from TSS Modernization Two-factor authentication setup complete
to get Step 3 details: your invitation [
code. © Setup complete

You have successfully set up a two-factor authentication.

Here are the details of your two-factor authentication recent activity:

+ Your last two-factor authentication was on Wednesday, April 24, 2024 at 14:45:55 EDT
+ You have 5 active recovery codes remaining

How to set-up your 2-factor authenticator on a desktop (PC or laptop)

Use your desktop device

Choose a method of two-factor authentication

The Government of Canada requires the use of two-factor authentication to secure your account. You will be asked to
complete registration of a second factor in order to continue to access this service.

Click “Set up your desktop device”.

» What is two-factor authentication?

Use your smartphone or tablet Use your desktop device Use your email address

(recommended)
R\ - - —J—

Setup your mobile device Setup your desktop device Setup your email

Cancel

Terms and conditions of use:

Terms and conditions of use

The Government of Canada and Shared Services Canada are committed to providing measures that respect and

d h d d H d | H k “« ” value your privacy and security. The collection, use and disclosure of any personal information as it applies to your
Rea t € terms an con IthhS an chc I accept * two-factor credentials is governed by the Privacy Act and our Privacy Policy.
In return for the Government of Canada providing you with a two-factor credential, you agree to abide by the
following Terms and Conditions of Use

* You understand and accept that you are at all times responsible for your two-factor credential. If you suspect
that others have obtained access or that your credential has been compromised, you are respensible for
revoking your access to the service and then re-registering with a new two-factor credential.

+ You understand and accept that the Government of Canada can revoke your two-factor cradential for security or
administrative reasons

= You understand and accept that the Government of Canada disclaims all liability (except in cases of gross
negligence or willful misconduct) in relation to the use of, delivery of or rellance upon the two-factor
authentication service. More details can be found in our Disclaimers.

Choose the I accept button to accept the Privacy statement, as well as the Terms and Conditions, as stated above.
Choose the I decline button to end this process and cancel the two-factor credential sign-up.

Disclaimer: This tutorial document is produced by the TSC Modernization team to assist users with the Transportation Security
Services platform account initiation. It is not an official Transport Canada publication.

Last update: March, 2025
Version: 3.0
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Prepare your desktop device:

If you don’t have a two-factor authenticator application on your desktop:

1. Select an application that comes from a reputable vendor. For a work desktop, please contact
your IT team for their recommendations and assistance.
2. Follow the steps provided on “How to install an app”.

!f you already have an authenticator app Prepare your desktop device
installed on your desktop: Youcan use an app on your desktop device (aptop o computer) a5 a second facko

» Example apps for two-factor authenticarion

1. Follow the steps to add a new account How to install an app

on you ra pp Always download an app from a trusted source to reduce the risk of installing 2 malicious app onto your computer.

Trusted sources include the App Store an your computer or the app vendor's official website.

» Tc install an authenticator app on your desktop device

’ . n . ”
When youre done' click "Continue”. Already have an authenticator app installed?

‘Upen the authenticator app on your device and prepare to add your two-factar account. Un Most anps, you tap on a plus
{4+ sign to add a new accaunt. You will be presented a field to enter a secret key.

Once you are ready, continue to the next page

Need assistance in preparing your device? Please contact TSCModernization-ModernisationHST@te ge.ca far support

Cancel

Register your device:

Use your desktop to link your account:

1. Copy the Secret key and paste it in your desktop authenticator app.

2. The authenticator code is now linked to an identifier (XXXX). Your application will generate a 6-
digit authenticator code linked to this identifier.

3. The application generates 6
new digits every 30 seconds.
When you’re ready, enter the 7
6 digits in the text box and B s o i ot
click continue. If new digits secret key
are displayed before you
clicked continue, you will get

Register your device

Register your one-time passcode device as follows:

Copy secret key

3. Give the secret key aname you can remember. You can include the identifier ZJSG. This identifier will be displayed to help you find this

an error message. Make sure secret when you login
you CI|Ck Contl nue before the 4. g;c:lﬁllg:ﬁf‘ﬁ account has been added into you desktop app, a six-digit code will appear. Enter this authenticator code below
30 Seconds are up_ * Authenticator code (Z)5G) (Required field)

123456

Back  Cancel

Disclaimer: This tutorial document is produced by the TSC Modernization team to assist users with the Transportation Security
Services platform account initiation. It is not an official Transport Canada publication.

Last update: March, 2025
Version: 3.0
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Recovery codes:
Recovery codes

You must record these recovery codes to protect your two-factor account. Keep them somewhere safe and accessible
Save a copy of your recovery codes! only toyou.

Your recovery codes are

Recovery codes for Transportation Security Service (TSS) issued on: Wednesday, April 24, 2024 at 14:21:55 EDT

If you lose or damage your device, or
reinstall your authenticator app, you will be
able to recover your account using a
recovery code.

Note: Recovery codes are case sensitive.

Write these codes down, or print this page using the button below, then store them in a secure location!

4. Print the page or copy your | e | S
recovery codes, keep themin a P Wiy do [ need recovery codes?
safeplace and donotsharethem. [ "
5. Check the box to confirm you Without a recovery code, you could permanently lose access to your two-factor account.

In the wrong hands, codes could be misused Lo compromise your account. You are respansible for their safekeeping

securely recorded your codes.
6 CI|Ck llcontinue" Have you securely recorded these codes?

[] ves. 1have securely recorded and stored these codes.

Two-factor authentication setup complete:

Click “Continue”. You are now at Step 3 of the account initiation steps.

Go to your email from TSS
Modernization to get Step 3 details: Two-factor authentication setup complete

your invitation code. ° Setup complete

You have successfully set up a two-factor authentication.

Here are the details of your two-factor authentication recent activity:

* Your last two-factor authentication was on Wednesday, April 24, 2024 at 14:45:55 EDT
« You have 5 active recovery codes remaining

How to set-up your 2-factor authenticator using your email address

Use your email address

Choose a method of two-factor authentication

The Government of Canada requires the use of two-factor authentication to secure your account. You will be asked to
CI |Ck ”Set u p you rema | | ad d ressn complete registration of a secand FACtor in order to continue 1o access this service,
» What is two-factor authentication?
Use your smartphone or tablet Use your desktop device Use your email address
(recommended)

2

Disclaimer: This tutorial document is produced by the TSC Modernization team to assist users with the Transportation Security
Services platform account initiation. It is not an official Transport Canada publication.

Last update: March, 2025
Version: 3.0



Terms and conditions of use:

Read the terms and Conditions and Cllck ”I accept”, value your privacy and security. The collection, use and disclosure of any personal information as it applies to your

Register your email address:

Enter your email address in the required
field.

Click “Continue”.

Verify your email address:

Check your email. You will receive a one-time
passcode from GCKey Sign-in.

Copy or enter the code from that email into
the “One-time passcode” field to finish
registering your email address. The code will
expire after 20 minutes.

Check your Spam/Junk folder. If you haven’t

received your one-time code after more than 2
minutes, click on the “Resend code” button.

The one-time passcode is case sensitive.

Click on “Continue”
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Terms and conditions of use

The Government of Canada and Shared Services Canada are committed to providing measures that respect and

two-factor credentials is governed by the Privogy Act and our Privacy Policy.

In return for the Government of Canada providing you with a two-factor credential, you agree to abide by the
following Terms and Conditions of Use:

« You understand and accept that you are at all times responsible for your two-factor credential. If you suspect
that others have obtained access or that your credential has been compromised, you are responsible for
revoking your access to the service and then re-registering with a new two-factor credential.

« You understand and accept that the Government of Canada can revoke your two-factor credential for security or
administrative reasons.

* Youunderstand and accept that the Government of Canada disclaims all liability (except in cases of gross
negligence or willful misconduct) in relation to the use of, delivery of or reliance upon the two-factor
authentication service. More details can be found in our Disclaimers.

Chaose the Taccept button to accept the Privacy statement, as well as the Terms and Conditions, as stated above
Chaose the T decline button to end this process and cancel the two-factor credential sign-up.

* ‘Government  Gouvernement

I «of Canada du Canada
Two-factor authentication

Contactuz  FAQ  Help

Register your email address

Use your email address as a second factor.

Enter your email address. A code will be sent to that email to complete the two-factor authentication. You will need to
verify your email address before registration is complete.

* Email address (Required field)

Back | Cance!

GCKey Sign-In e« s @

GC@te-auth.canada.ca Bi5AMOmintesage) ¢y @ @

Verify your login

Your one-time passcode to log in o your Government of Canada
service is

Verify your email address

An email with a one-time passcode has been sent to Copy or enter the code from
that email into the field below to finish registering your email address. The code will expire after 20 minutes.

The one-time passcode is case sensitive.

* One-time passcode (Required field)

Did not receive your one-time passcode or it has expired?
Please wait at least 2 minutes for the email to arrive and check that the email is not in your spam folder.

Resend code

ek | Cance

Disclaimer: This tutorial document is produced by the TSC Modernization team to assist users with the Transportation Security
Services platform account initiation. It is not an official Transport Canada publication.

Last update: March, 2025
Version: 3.0
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Recovery codes:

Save a copy of your recovery codes! Recovery codes
You must record these recovery codes to protect your two-factar account. Keep them somewnhere safe and accessible
only to you.
1. Print the page or copy your recovery Yourrecovery cones e

Recovery codes for Transportation Security Service (TSS) issued on: Wednesday, April 24, 2024 at 14:21:55 EDT

codes and keep them in a safe place.

2. Check the box to confirm you securely
recorded and stored your recovery
codes.

H “ H ” Write these codes dewn. or print this page using the button below, then store them in a secure location!
3. Click “Continue

Note: Recovery codes are case sensitive.

Print thispage  Copy recovery codes

» Why do I need recovery codes?

» Have you just used an old recovery coce?

1
/% Do not share or lose your recovery cades!
Without a recovery code, you could permanently lose access o your two-factor account.

I the wrong hands, codes cauld be misused to compromise your account. You are respansible for their safekeeping

Have you securely recorded these codes?

[ ves. 1have sacurety recordod and stored thesa cotes.

Continue

Two-factor authentication setup complete:

Click “Continue”. This will bring you to Step 3 of the account initiation steps.

Go to your email from TSS Modernization to get

. e s Two-factor authentication setup complete
Step 3 details: Invitation code P P

1
© Setup complete

You have successfully set up a two-factor authentication.

Here are the details of your two-factor authentication recent activity:

s Your last two-factor authentication was on Wednesday, April 24, 2024 at 14:45:55 EDT
« You have 5 active recovery codes remaining

Disclaimer: This tutorial document is produced by the TSC Modernization team to assist users with the Transportation Security
Services platform account initiation. It is not an official Transport Canada publication.

Last update: March, 2025
Version: 3.0
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Troubleshooting 2-factor authentication issues

Using an authenticator app

| get an error message when | enter my 6-digit authenticator code

If your code is incorrect, confirm:

e You entered the code before it expired.
e The time on your device and the computer must match. Make sure they are in the same time
zone.

Enter the new code generated after 30 seconds.

3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k %k 3k 3k 3k sk sk 3k 3k 3k 3k %k 3k >k 3k 3k 3k sk 3k >k 3k 3k 3k >k 3k >k 5k 3k 3k >k %k >k 3k 3k 3k >k >k 5k 5k 3k 3k %k %k >k 5k %k 3k %k %k 3k 3k %k %k %k *kk %k kkkkk

| tried the above and still get an error message on my device.

e Sync your device with your app.

e Make sure the app confirms the time is synced.

e The sync only affects the internal time of your Authenticator app. Your device’s date and time
settings won’t change.

Enter the new code generated after 30 seconds.

3k 3k 3k 3k 5k 3k 3k 3k 3k 3k 3k 3k 3k 5k 5k 3k 3k 3k 3k 3k 5k 3k sk %k 3k 3k 3k 5k sk %k 5k 3k 3k 5k sk 3k 3k 3k 3k %k 3k 3k 3k 3k 3k %k 3k 3k 5k 3k 3k sk 3k 3k 5k 3k 3k %k 3k 3k >k 5k 3k sk 3k >k >k 5k %k %k %k %k >k %k k

| don’t have my authenticator application and | lost my recovery codes.

We don’t have access to the recovery codes you received when you set up your authenticator
application.
e Ask your employer to send you a new invitation code.
e You must restart the sign-in process.
e You must create a new GCKey username and password to get a new QR code, or secret key, to
link your TSS account to your new authenticator application.

3k 3k 3k 3k 3k >k >k 3k 3k 3k 3k >k >k 3k 5k 3k %k %k >k 3k 5k 3k %k %k %k 5k 5k 3k %k %k %k 5k 3k 3k %k %k %k 3%k 3k %k %k %k 3%k 3k 3k %k %k %k %k 3k 3k %k %k %k 5%k 3k 3k %k %k %k >k 5k %k %k %k %k 5%k 5k %k %k %k *k *k %k k

Disclaimer: This tutorial document is produced by the TSC Modernization team to assist users with the Transportation Security
Services platform account initiation. It is not an official Transport Canada publication.

Last update: March, 2025
Version: 3.0



UNCLASSIFIED / NON CLASSIFIE

11
| changed my phone, and no longer have access to my authenticator application.
If you saved the recovery codes you received when Two-factor authentication
you registered your device to link your TSS account Enter e sie-cigit code from your authenticator app below
for the first time: oo Tonan s e
e  Click on the “Recover account” button on T SR e
the “Two-factor authentication” page. et
e Use one of the 12-character recovery Lost or replaced your device? Deleted ar reinstalled an authenticator app?
codes to link your TSS account with a new
authenticator application. Need assistance? Please contact TSCModernization-Moder nisationHST@te.ge.ca for support.

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k sk 3k 3k 5k 3k 3k sk 3k 3k 3k 3k 3k 3k 3k >k 5k 3k 3k sk 3k >k 5k 3k 3k sk 3k 3k 3k 3k sk sk 3k 3k 5k %k 3k >k >k 3k 3k %k %k %k kok sk k sk kkk

Using your email address

| have not received the email with the one-time passcode

e Please wait at least 2 minutes for the email to arrive
e Check that the email is not in your spam folder
e Click “back” and enter your email again

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 5k 5k 3k 3k 3k 3k 3k 5k 3k 3k %k 5k 3k 3k 5k sk %k 5k 3k 3k %k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 5k 3k 3k 5k 3k 3k %k 3k 3k >k 5k 3k 3k %k >k >k 5k %k %k %k k >k %k k

| get an error message when | enter my one-time passcode:

If your one-time pass code is invalid, confirm:
e You entered the code before it expired (20 minutes)
e Copy and paste the one-time passcode as it is case sensitive.

Click “Resend” to receive a new code
3k 3k 3k 3k sk sk sk 3k 3k sk sk 3k 3k sk sk sk 3k sk sk sk 3k 3k sk sk sk 5k 5k sk sk 3k 3k sk sk sk 3k sk sk sk 3k 3k sk sk sk 3k 3k sk sk 3k 3k sk sk 3k 5k sk sk sk 3k 5k sk sk sk 3k sk sk sk 3k 3k sk sk >k 5k %k %k k ok
Need more help?

If you are still having issues with the two-factor verification step, please email tscmodernization-
modernisationhst@tc.gc.ca with the following information:

o A detailed description of the issue or error received.
e Screenshots of the problem or error message.

Disclaimer: This tutorial document is produced by the TSC Modernization team to assist users with the Transportation Security
Services platform account initiation. It is not an official Transport Canada publication.

Last update: March, 2025
Version: 3.0
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